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Self-disclosure and Privacy Calculus on Social
Networking Sites: The Role of Culture

Intercultural Dynamics of Privacy Calculus

Social Networking Sites (SNSs) have become extremely popular around the world. They rely
on user-generated content to offer engaging experience to its members. Cultural
differences may influence the motivation of users to create and share content on SNS. This
study adopts the privacy calculus perspective to examine the role of culture in individual
self-disclosure decisions. The authors use structural equation modeling and multi-group
analysis to investigate this dynamics. The findings reveal the importance of cultural
dimensions of individualism and uncertainty avoidance in the cognitive processes of SNS
users.
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1 Introduction

Millions of people worldwide have made
Social Networking Sites (SNSs), such as
Facebook (FB), VKontakte and Google+,
a part of their daily routines. The reasons
for this enormous popularity lie in the
unprecedented convenience these plat-
forms provide for keeping in touch, de-
veloping relationships and creating social
capital — an important contribution to
the modern society and a source of SNSs
public value (Koroleva et al. 2011a). Busi-
nesses, public personas and government
agencies have embraced SNSs for infor-
mation dissemination and promotion by

encouraging users to share online content
with their SNS contacts, thus generating
an electronic word-of-mouth.

As SNSs rely on user-generated con-
tent, stimulating active user engagement
is critical to sustaining the popularity
and value of these platforms. Indeed, the
SNS becomes outdated without ongo-
ing content creation and sharing, lead-
ing to decreased user interest and im-
mersion and, as a consequence, lost
user loyalty. Beyond ensuring involve-
ment, ongoing user information sharing
is also critical for the financial viability of
SNS providers. In contrast to traditional
brick-and-mortar businesses, anecdotal
evidence suggests that a commercial val-
uation of SNSs is based on the active user
participation rather than actual finan-
cial performance figures: While advertis-
ers display strong enthusiasm for exploit-
ing user data, their interest is contin-
gent on the user-generated content (Bon-
neau and Preibusch 2009, p. 29). As a re-
sult, SNS providers find themselves un-
der constant pressure to encourage user
self-disclosure, or see their market value
dissipate quickly.

The fulfillment of this task is, how-
ever, complicated by the growing cultural
diversity of SNS users. For instance, FB
offers its site in over 70 languages and
over 80 % of its monthly active users
come from outside of the USA (Face-
book 2012). Since national culture af-
fects people’s motivational patterns (Hof-
stede 2001, p. 180), user behavior on
SNSs is likely to vary from country to
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country as well. For example, Italian FB
users have been reported to enjoy games
and applications on the platform, while
US users focus on status updates (Vasa-
lou et al. 2010, p. 727). Similarly, con-
siderable differences have been recorded
in the patterns of self-expression, pur-
sued goals and interaction behaviors of
American, French, Chinese, and South
Korean SNS users (Chapman and Lahav
2008, p. 3126). Given this diversity in us-
age and motivations, SNS providers need
to identify, understand and bridge cul-
tural differences as they adopt strategies
to encourage user self-disclosure.
Considering significant benefits that
individuals, society and organizations
could reap from SNSs use and the crucial
role of the user self-disclosure in sustain-
ability of SNSs, this study builds on exist-
ing theories to derive a research model of
SN self-disclosure. Two cultural dimen-
sions — individualism and uncertainty
avoidance — are introduced as moder-
ators into the model to examine their
role in user self-disclosure decisions. The
model is then empirically tested using the
survey data from US and German re-
spondents. By identifying cross-cultural
differences in the motivation behind self-
disclosure on SNS, our study provides
important insights for SNS providers as
they strive to encourage users to share
information about themselves.

2 Towards a Research Model
2.1 Theoretical Background

Reflecting the scale of information a user
reveals about the self on the platform
(Wheeless and Grotz 1976, p. 47), self-
disclosure on SNSs takes place when a
user shares her personal details, news,
moods, opinions, ideas and beliefs di-
rectly on the profile page as well as in
the process of public communications
with others. Summarized on a user’s per-
sonal SNS page, these pieces of con-
tent can be used to make conclusions
about a user’s personality, habits and per-
formance (Kluemper and Rosen 2009,
p. 574). Overall, individual self-disclosure
is essential for supporting user involve-
ment as well as advertisers’ interest on
SNSs. To promote this behavior, SNS
platforms offer users an array of func-
tional possibilities to share personal in-
formation across their social network and
beyond. For example, in addition to such
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basic data as a place of residence, gen-
der, language and birthday, FB users are
prompted to enter their religious and
political views, favorite quotations, and
preferences for movies, books and mu-
sic. Gross and Acquisti (2005, p. 5) report
that 87.8 % of FB users in their dataset
reveal their birth date, 50.8 % share their
current residence, and a majority disclose
their relationship status, political views
and other interests. Beyond these pre-
specified fields, SNS users can also share
their news, moods and beliefs via status-
updates, comments or by uploading pic-
tures. Considering its role in supporting
the sustainability of SNS platforms, self-
disclosure emerges as the key dependent
variable in our research model. Iden-
tifying the major determinants of self-
disclosure and interpreting their impact
in light of cultural differences is a major
goal of this section.

A variety of approaches have been
used to explain an individual’s willing-
ness to share information online. In some
studies, self-disclosure was investigated
through the prism of user demographic
characteristics (e.g., Fogel and Nehmad
2009, p. 159). Particularly the role of gen-
der was emphasized for the SNS con-
text, with most studies finding female
users to disclose more than their male
counterparts (e.g., Tufekei 2008, p. 27).
Another stream of research has concen-
trated on modeling self-disclosure de-
cisions as a function of individual be-
liefs. For example, Chiu et al. (2006,
p. 1874) apply the Social Cognitive The-
ory and the Social Capital Theory to
explore the determinants of knowledge
sharing in a virtual community. Hsu
and Lin (2008, p. 65) adopt the The-
ory of Reasoned Action to explain in-
dividual desire to share information in
a blogging context. Despite the value of
these approaches, the distinct nature of
SNSs demands a more targeted theo-
retical framework. More often than not
SNS users reveal their true identity and
share personal details about themselves
(Gross and Acquisti 2005, p. 6). Further,
the longevity of information shared on a
SNS and endless possibilities for its ag-
gregation and decontextualization turn
the sharing of even the most innocent
details into a risky activity. Just recently,
a medical insurance company stopped
sick-leave payments for their depressed
client based on the FB photos depict-
ing her as “happy” (Beretsky 2009). As
SNS users become aware of these threats,
privacy concerns — a factor frequently

omitted from studies in other contexts
— are likely to play an important role in
self-disclosure decisions (Bulgurcu et al.
2010, p. 6).

Recognizing the importance of privacy
considerations, Dinev and Hart (2006,
p. 63) advocate the use of a privacy cal-
culus (PC) perspective whenever plat-
form participation involves some degree
of privacy risk. Rooted in the Social
Exchange Theory, the PC theory posits
that online self-disclosure is a product of
three countervailing influences. On the
negative side, privacy concerns, reflect-
ing “concerns about possible loss of pri-
vacy as a result of information disclo-
sure” (Xu et al. 2008, p. 4), prevent users
from disclosing information online. On
the positive side, anticipation of bene-
fits, such as enjoyment and social ac-
ceptance, motivates users to disclose in-
formation (e.g., Sledgianowski and Kul-
viwat 2008, p. 85). In addition, trust-
ing beliefs, reflecting “the trustor percep-
tion that the trustee possesses character-
istics that would benefit the trustor”, were
shown to facilitate information sharing
online (McKnight et al. 2002, p. 303). By
weighing those beliefs against each other,
users are expected to consciously man-
age their self-disclosure behavior. Pre-
vious research provides rich evidence
for the applicability of this theory to
the SNS context. For example, based on
interview data, Koroleva et al. (2011b,
p- 4) show that while entertainment, self-
presentation and social adjustment moti-
vate teenage users to reveal information,
privacy awareness and perceived infor-
mation accessibility force them to curb
their disclosures. Krasnova et al. (2010a,
p. 121) empirically demonstrate the role
of trusting beliefs, perceptions of privacy
risks and an array of benefits in defining
self-disclosure decisions on SNSs. Over-
all, by pinpointing the most critical deter-
minants of self-disclosure online, the PC
perspective provides a well-fitting frame-
work to study privacy-sensitive behavior
of SN users.

Hence, we integrate privacy concerns,
anticipated benefits and trusting beliefs as
key predictors of self-disclosure into our
model to explore the impact of these be-
liefs in a cross-cultural setting. Consid-
ering the salience of gender differences
identified in the past research, we ad-
ditionally account for this factor in our
investigation.
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2.2 The Role of Culture

While the PC perspective provides the
rationale for the inclusion of perceived
benefits, privacy concerns and trusting be-
liefs as direct predictors of self-disclosure
decisions in the SNS context, culture is
likely to moderate the influence of these
factors. Rooted in values, beliefs and tra-
ditions, national culture defines the way
users interpret their experiences as well
as respond to them (Hofstede 2001). It
is therefore natural to expect that cul-
tural norms will influence such daily ac-
tivities as social networking online (Lim
et al. 2004, p. 547). For example, Veltri et
al. (2011, pp. 4-9) report differences in
privacy perceptions and disclosure pat-
terns of US and Moroccan FB users. Sim-
ilarly, Zhao and Jiang (2011, p. 3) show
that the visual self-presentation of an on-
line persona is contingent on the national
culture with Chinese SNS users exhibit-
ing higher proneness to customize their
profile images than US users.

While a multitude of studies address
the cultural differences, a framework by
Hofstede (2001) has received the widest
acceptance. Hofstede (2001, pp. 500-502)
describes culture in terms of five major
dimensions: power distance (PDI), in-
dividualism (IDV), masculinity (MAS),
uncertainty avoidance (UAI) and long-
term orientation (LTO). The combina-
tion of these five dimensions is expected
to explain the differences in perceptions
and practices across countries. However,
when it comes to such risky behaviors,
as, for example, online shopping, pre-
vious studies particularly stress the role
of IDV and UAI (e.g., Lim et al. 2004,
Pp. 546-547; Sia et al. 2009, p. 494).

Recognizing the universal need of all
cultures to define the individual vs. group
relationship, Greenfield (2000, p. 229)
refers to IDV as the “deep structure”
behind the cultural differences. In her
view, application of the individualism-
collectivism dimension offers the “skele-
ton framework” for further theories
of cultural differentiation. In the e-
commerce setting, IDV was shown to
play the central role in the formation
of trusting beliefs about the website
provider (Sia et al. 2009, p. 494; Lim et
al. 2004, p. 552). Additionally, Triandis
(2001, p. 909) argues that people with
an IDV background prioritize their goals
and act consistently to achieve them. As
a result, IDV is likely to intensify the de-
termination of SNS users to share infor-
mation in order to obtain the anticipated

benefits. By applying these findings to the
SNS context, we believe IDV plays the
key role in determining the strength of
the impact of two components of PC:
anticipated benefits and trusting beliefs.
At the same time, we expect UAI — re-
flecting the extent to which members of a
society feel threatened by uncertain con-
ditions — to moderate the impact of pri-
vacy concerns in the SNS setting. Indeed,
the role of privacy concerns in the in-
dividual decision to reveal information
goes hand in hand with the attitudes to-
wards uncertainty. Specifically, individu-
als from cultures with a high UAI have
been found to be more risk averse, anx-
ious and pessimistic about the outcomes
of their actions, as well as perceive the
world as more hostile (Hofstede 2001,
p- 169). Additionally, Leidner and Kay-
worth (2006, p. 366) find UAI to be the
most frequently used dimension in the
studies examining the influence of cul-
ture on IT adoption and diffusion, thus
indicating that UAI plays a critical role in
user behavior around technology.
Building on these insights, in the fol-
lowing sections we discuss the potential
impact of IDV and UAI dimensions on
the specific relationships in our model.

2.3 Research Hypotheses
2.3.1 Expected Benefits: Enjoyment

Users can reap significant benefits from
disclosing their information on SNSs.
For example, improved connectedness
(Hogben 2007, p. 6), self-enhancement
(Boyd 2007, p. 11), emotional support
and networking value (Koroleva et al.
2011a, p. 5) have been identified as pos-
itive outcomes of active participation on
SNSs. While all these incentives are im-
portant, research evidence underlines the
role of enjoyment in the individual self-
disclosure decisions on SNSs. Indeed,
Rosen and Sherman (2006, p. 1221) ar-
gue that participation on SNSs is he-
donic in nature, with users seeking en-
tertainment from online social interac-
tions. Looking at a broader spectrum
of Internet applications, Moon and Kim
(2001, pp. 224-227) show that perceived
playfulness exerts a stronger impact on
system attitudes than perceived useful-
ness. This is in line with Van der Hei-
jden (2004, p. 701) who empirically
demonstrates that while perceived use-
fulness does play a role in the adoption
of hedonically-oriented information sys-
tems, enjoyment exerts a stronger influ-
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ence. Similarly, Sledgianowski and Kul-
viwat (2008, p. 8) identify playfulness
— an enjoyment-related factor — as the
strongest predictor of SNS intentional
and actual use. Taken together, while an
array of motives can be important, the
benefit of enjoyment — reflecting the ex-
tent to which the activity is perceived to
be pleasant and entertaining — emerges as
a crucial factor behind information shar-
ing on SNSs (Davis et al. 1992, p. 1113).
We therefore integrate it as a positive an-
tecedent of information disclosure into
our model.

Overall, state-or-the-art research un-
derlines the importance of hedonic mo-
tives for individualistic cultures (e.g.,
Hofstede 2001, p. 226). Indeed, with
pleasure being one of the major life
goals for individuals of this cultural back-
ground, enjoyment-seeking behavior is
common for individualistic cultures. For
example, exploring the sources of hap-
piness for students with various cul-
tural backgrounds, Chiasson et al. (1996,
p. 673) found that North American re-
spondents were more likely to men-
tion hedonistic aspects as key means of
achieving happiness. As individualists are
also more likely to align their behavior
with their own needs and priorities (Hof-
stede 2001, p. 226), users with an indi-
vidualistic background may purposefully
share information in the anticipation of
subsequent pleasurable interaction (Hsu
and Lin 2008, p. 67) or to derive enjoy-
ment from impression management in
public (Boyd 2007, p. 11). Considering
these influences, we hypothesize that:

Hypothesis H1: The positive impact of
Enjoyment on Self-disclosure is stronger
in individualistic cultures than in collec-
tivistic cultures.

2.3.2 Privacy Concerns

As SNSs are public platforms by design,
information sharing on these platforms
has significant privacy risks. Indeed, SNS
providers as well as third parties such as
advertising, human resources or state se-
curity agencies can engage in the collec-
tion and use of member information for
commercial gain (Hogben 2007, p. 8). As
cases of privacy abuse proliferate (Rizk
et al. 2009, p. 5), SNS users become in-
creasingly concerned about the safety of
their information (Bulgurcu et al. 2010,
p. 6). Fuelled by negative media cov-
erage and frustrated about their inabil-
ity to manage their identity and con-

129



BISE - RESEARCH PAPER

text, users may start to restrict their self-
disclosure on the platform — a scenario
dreaded by every SNS provider (Bonneau
and Preibusch 2009, p. 29). It is not clear,
however, whether such behavior is likely
in every country. On the one hand, us-
ing the data from a mainly German sam-
ple, Krasnova et al. (2010a, p. 121) showa
significant negative link between privacy
concerns and self-disclosure. At the same
time, Acquisti and Gross (2006, p. 11)
find no link in their study of Ameri-
can users. These inconsistencies indicate
that the strength of the relationship be-
tween privacy concerns and self-disclosure
still needs to be examined in an intercul-
tural setting. We therefore integrate pri-
vacy concerns as a negative antecedent of
self-disclosure into our model.

As mentioned above, the level of UAI
present in the culture is likely to be
the dominant factor in determining in-
dividual proneness to account for pri-
vacy concerns when self-disclosing on-
line. Indeed, as people from countries
with a high UAI feel more threatened
by ambiguous situations and uncertainty,
they are likely to be more apprehensive
about the consequences of their actions
(Hofstede 2001, pp. 160-161, p. 169).
Supporting this proposition, Cao and
Everard (2008, p. 47) report a strong
positive link between UAI and privacy
concerns for the users of instant mes-
saging. Considering that the long-term
consequences of sharing information on
SNSs are unknown, risk-averse users may
be less likely to self-disclose to mini-
mize their uncertainty and avoid unde-
sirable repercussions. Indeed, Park (1993,
pp. 342-348) finds a positive link be-
tween UAI and insurance penetration on
a country-level, hinting that risk-averse
individuals prefer risk-reducing behav-
ior. In contrast, individual autonomy and
internal locus of control characteristic
of cultures with a low UAI is conducive
to risk-taking (Hofstede 2001, p. 161).
Therefore, we hypothesize that:

Hypothesis H2: The negative impact of
Privacy Concerns on Self-disclosure is
stronger in uncertainty avoiding cultures
than in uncertainty tolerant cultures.

2.3.3 Trusting Beliefs

Trust is a central construct whenever a
relationship involves some degree of risk
(McKnight et al. 2002, p. 300). Whereas
trust may not necessarily eliminate risk
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beliefs, Dinev and Hart (2006, p. 66) ar-
gue that it can overrule their negative im-
pact. According to the threshold model,
once the level of trust exceeds the level of
perceived risk, the trustor will engage in a
risky behavior (Gefen et al. 2003, p. 6).

Based on the focus groups with SNS
users of mixed cultural background,
Krasnova et al. (2010a, p. 114) find that
the SNS provider and other SNS mem-
bers are often pointed out as two major
sources of privacy risks. As SNS providers
have unlimited access to all user informa-
tion, users fear they continuously aggre-
gate, process and sell it to third parties. At
the same time, other SNS members may
engage in such privacy-adverse behaviors
as stalking, bullying or secret sharing. Ac-
knowledging these risks, the authors ar-
gue that both Trust in the SNS Provider
and Trust in SNS members should be
facilitated for the self-disclosure to take
place. This, however, is a challenging task
considering the great cultural and social
diversity of parties involved. Moreover,
even as trusting beliefs develop, users
from different countries may weigh them
differently in their self-disclosure deci-
sions. To explore this dynamics, two con-
structs — Trust in the SNS Provider and
Trust in SNS Members — are integrated
into our model as positive predictors of
self-disclosure.

Role of Trust in the SNS Provider Doney
et al. (1998, p. 604, 609) argue that dif-
ferences in the collectivism vs. individ-
ualism dimension may trigger distinct
mechanisms in the trust-formation pro-
cess. Whereas individualists primarily de-
velop their trusting beliefs by calculat-
ing the costs and benefits of the de-
fection behavior of the trustee, collec-
tivists concentrate on the predictability
of future actions of the trustee, look for
cues signaling the benevolence of the SNS
provider and easily transfer trust within
their group.

Given the nature of the relationship be-
tween a provider and a user on a typ-
ical SNS, members with a collectivis-
tic background may find it particularly
hard to form trusting beliefs. Indeed, the
transference process and the development
of the benevolence perceptions are com-
plicated by the negative image of SNS
providers in most countries (Rizk et al.
2009, p. 5). For example, among over
240 private sector companies examined
by the ForeSee (2011), Facebook’s cus-
tomer satisfaction score is one of the low-
est — an inevitable consequence of its al-
leged privacy-related faux pas. Moreover,

considering significant social distance be-
tween parties, building sound predictions
about the future behavior of an SNS
provider is equally challenging.

In contrast, users with an individ-
ualistic background may readily apply
a calculative-based cognitive framework
and assume that an SNS provider has
more to lose than to gain by violating
their privacy. For example, a recent over-
haul of privacy settings on FB was costly
for the provider as international privacy
authorities initiated a sweeping wave of
legal investigations (Phillips 2010). Since
it is easier for users with an individual-
istic background to develop trust in an
SNS environment, they also are expected
to be quicker in integrating these beliefs
into their behavior. For example, Dinev
et al. (2006, p. 396) find that trust con-
stitutes a much stronger predictor of the
e-commerce use in the strongly individu-
alistic USA as opposed to a less individ-
ualistic Italy. Therefore, we hypothesize
that:

Hypothesis H3: The positive impact of
Trust in the SNS Provider on Self-
disclosure is stronger in individualistic
cultures than in collectivistic cultures.

Role of Trust in SNS Members In the
context of our study, Trust in SNS Mem-
bers reflects individual beliefs about the
trustworthiness of others with regard to
the personal information a person pro-
vides (McKnight et al. 2002, p. 303).
When developing interpersonal trust,
people from collectivistic cultures are ex-
pected to strongly differentiate between
in- and out-group members. While col-
lectivists enjoy communing with mem-
bers of their “trusted” in-group, they
treat the representatives of the out-
group with suspicion and caution (Hof-
stede 2001, pp. 211-225). From the col-
lectivists’ perspective, the multi-million
membership of Facebook should, by def-
inition, be perceived as an out-group.
Moreover, as users readily send and ac-
cept friend requests from distant ac-
quaintances, colleagues, teachers, and
even strangers (Krasnova et al. 2010b,
p. 5), their friend lists also increasingly
exhibit “out-group” qualities. Providing
evidence for this argument, Veltri et al.
(2011, p. 8) show that collectivistic Mo-
roccan users report a high level of distrust
towards other FB members. Suspicious of
those from the “out-group’, users with a
collectivistic background should be less
likely to develop trusting attitudes and
integrate those beliefs into their behavior.

Business & Information Systems Engineering 3]|2012



Individualists, on the other hand, are
less likely to see a difference between in-
group and out-group members (Triandis
2001, p. 914). As they form trust on the
basis of calculative thinking (Doney et al.
1998, p. 610), they may appreciate a wide
range of retaliation measures currently
available on the network. Specifically, FB
members are now able to block, delete
and even report a misbehaving user in
just a few clicks. For individualistic users
this functionality provides a sound foun-
dation for the development of trusting
beliefs and serves as a basis for the sub-
sequent integration of these beliefs into
the decision-making process. Therefore,
we hypothesize that:

Hypothesis H4: The positive impact of
Trust in SNS Members on Self-disclosure
is stronger in individualistic cultures than
in collectivistic cultures.

Beyond individual Dbeliefs, self-
disclosure on SNSs is likely to be a func-
tion of user personal characteristics. Em-
phasizing the role of gender, in particular,
existing research indicates that women
are more prone to disclose information
about themselves and communicate with
others on the SNS. For example, female
college students were found to be more
likely to post on their friends’ Wall (Fogel
and Nehmad 2009, p. 159) as well as re-
veal their favorite music, books and even
religious attitudes (Tufekci 2008, p. 27).
These differences can be attributed to
the distinct roles and innate motivational
patterns inherent in both groups. While
the fulfillment of task-oriented activities
has traditionally been regarded as the
male domain, women concentrate more
on the relational and group processes
which imply communication and sharing
(Jackson et al. 2001, p. 368). Therefore,
we hypothesize that:

Hypothesis H5: Female SNS users self-
disclose more than male users.

Figure 1 summarizes the relationships
in our model.

3 Empirical Study
3.1 Country Choice
To test our hypotheses, FB users from

Germany and USA were invited to par-
ticipate in our study. The choice of these

countries was motivated by two major
reasons.

First and foremost, while German and
US cultures exhibit strong similarities
across PDI, ITO and MAS dimensions,
they differ significantly on the IDV and
UAI — two cultural dimensions central
to our study (Hofstede 2001, pp. 500—
502). The US culture has a notably
higher IDV score (91 in the US vs. 67
in Germany), indicating stronger self-
orientation, emphasis on hedonism and
self-reliance. Collectivism in Germany,
on the other hand, “takes the form of
a legal-bureaucratic orientation combin-
ing low economic individualism, low af-
fective collectivism, and an emphasis on
formal rules and categories” (Morris and
Leung 2000, p. 112). Further, the German
culture exhibits a much higher level of
UAI (65 in Germany vs. 46 in the US),
signaling higher anxiety about the future,
lower level of subjective well-being and
willingness to take only the known risks
(Hofstede 2001, pp. 161-227). These dif-
ferences across IDV and UAI dimensions
allow us to make systematic conclusions
about the moderating role of culture in
the relationships in our model. As ex-
plained above, we attribute differences
in the impact of trusting beliefs and an-
ticipated enjoyment solely to the differ-
ences in the IDV dimension between the
US and German cultures. The impact
of privacy concerns is assumed to be
moderated by the differences in the UAI
dimension.

Second, both countries are key mar-
kets for SNS providers. US FB audience is
the largest in the world and currently ac-
counts for 22.7 % of FB users. Germany,
the biggest economy in Europe, boasts
the third largest share of FB audience at
4.3 % (Alexa.com 2012). Hence, under-
standing users from these two prominent
countries promises significant practical
value.

3.2 Survey Instrument

While we tried to rely on the pre-tested
scales where possible, a significant por-
tion of scales had to be modified or
self-developed to reflect the unique SNS
context. Specifically, some items for Self-
Disclosure were adapted from Krasnova et
al. (2010a, p. 117) and others were self-
developed. Items suggested by Nambisan
and Baron (2007, p. 61) and Krasnova et
al. 2010a (p. 117) were used as the ba-
sis for operationalization of the Enjoy-
ment construct. Items to measure Privacy
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Table 1 Demographic Characteristics

USA Germany

Gender

Female 65.3 % 40.6 %
Male 34.2 % 57.2 %
Age

18-19 51.83% 11.6 %
20-29 42.41 % 84.1 %
30+ 5.76 % 43 %

Concerns were initially taken from Dinev
and Hart (2006, p. 77) and then signifi-
cantly modified and expanded to fit SNS
setting. The scales for Trust in the SNS
Provider were adapted from McKnight et
al. (2002, pp. 318-319). Some items for
Trust in SNS Members were adapted from
Chiu et al. (2006, p. 1879) and Malho-
tra et al. (2004, p. 352), but most items
were self-developed. The validity of our
scales was ensured via a pre-test. Initially
developed in English, the survey instru-
ment was then carefully translated into
German. English and German versions of
the survey were offered to German res-
idents. Each construct was measured on
a 7-point scale and modeled as reflective.
Survey items and the descriptive statistics
are presented in Tables A.1 and A.2 in
Appendix A of the online version of this

paper.
3.3 Sample Characteristics

Participants from Germany and the USA
were recruited by posting announce-
ments on university mailing lists, cam-
pus bulletin boards and on FB groups.
German and US respondents were of-
fered a reward of € 5 or $ 5 respec-
tively. 193 subjects took part in the sur-
vey in the US and indicated to be Amer-
ican. In Germany the total of 237 sub-
jects participated: 138 were German and
99 were foreigners. Only responses from
the 138 German subjects were used in
the subsequent analysis. To confirm the
face validity of the German translation
we compared responses from native Ger-
mans to those from international respon-
dents, who claimed to have resided for a
significant amount of time in Germany
but have chosen an English version of the
survey. Mann-Whitney U test compar-
ing the means of the responses for these
two groups revealed no significant differ-
ences, indicating adequacy of the trans-
lation. Overall, both samples were dom-
inated by students — an important group
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Fig. 1 Research Model

of FB audience. Recognizing some demo-
graphic differences as summarized in Ta-
ble 1, we consider both samples to be
comparable.

3.4 Evaluation of the Model

Because of the non-normality of our
data, limited size of the German sam-
ple and the exploratory nature of our
study, we have chosen the Partial Least
Squares (PLS) methodology. All con-
structs were included as multi-item la-
tent variables into our model. Gender was
included as a one-item dummy variable
(male = 0; female = 1) (Malhotra et
al. 2004, p. 347). The resulting research
model was estimated separately for US
and Germany using the SmartPLS 2.0.M3
software (Ringle et al. 2005).
Measurement Model (MM) was evalu-
ated first. Parameters for Indicator Reli-
ability (IR), Composite Reliability (CR)
and Average Variance Extracted (AVE)
were assessed to ensure Convergent Va-
lidity, as summarized in Table B.1 of Ap-
pendix B of the online version of this pa-
per. To ensure IR, item loadings should
preferably exceed the level of 0.7. Items
with values below 0.4 should be elim-
inated (Hulland 1999, p. 198). Only 2
items in the US model had loadings of
0.467 (PC2) and 0.482 (PC4), with all
other items in both samples exceeding the
0.7 threshold, which provides evidence of
IR. Further, CR values for all constructs
in both models exceeded the required
level of 0.7 (Hulland 1999, p. 199). The
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AVE values for all measured constructs
by far surpassed the threshold level of 0.5
(Fornell and Larcker 1981, p. 46). Finally,
Cronbach’s Alpha (CA) — a measure of
Internal Consistency — was higher than
the required threshold of 0.7 for all con-
structs in both models (Hulland 1999,
p. 199). In the next step, Discriminant
Validity was assessed by ensuring that the
square root of AVE for each construct was
higher than the correlation between this
construct and any other construct in the
model (Hulland 1999, p. 200). This re-
quirement was fulfilled for all constructs
in both models, as summarized in Ta-
bles B.2 and B.3 of Appendix B. Taken
together, the MMs for both countries are
well-specified.

Next, the Structural Model (SM) was
evaluated. We find that four determi-
nants explain 29.5 % and 17.4 % of vari-
ance in Self-disclosure in the USA and
Germany respectively. As we only ac-
counted for the factors relevant to the PC
— possibly omitting other influential vari-
ables — this level of explanatory power
is adequate. Size and significance of path
coefficients were evaluated based on PLS
algorithm and a bootstrapping procedure
as summarized in Table 2 as well as in
Figs. C.1 and C.2 of Appendix C. Finally,
Multi-Group Analysis (MGA) compar-
ing path coefficients across two models
was conducted using a spreadsheet im-
plementation of the PLS-MGA procedure
(Henseler et al. 2009, pp. 308-309). Pre-
sented in Table 2, significant p-values ob-
tained through this analysis provide evi-

Y
\ SELF-
/ DISCLOSURE
Yy

. . Uncertaint
Individualism ) y
Avoidance
H1 H3 H4 H2

Gender

dence for the presence of the differences
in the strength of path coefficients be-
tween two countries. As our investigation
is exploratory in nature, a significance
level of 10 % was considered acceptable
throughout the study.

Enjoyment emerges as an equally rel-
evant determinant of Self-disclosure for
both German and US users, which re-
jects the moderating role of IDV in
the relationship between these variables.
Next, we confirm the salience of trust-
ing beliefs for users with an individual-
istic background: While Trust in the SNS
provider and Trust in SNS members influ-
ence Self-disclosure levels of highly indi-
vidualistic US subjects, their influence is
non-existent in Germany. Finally, UAI is
found to be critical for the weight SNS
users attach to Privacy Concerns: While
Privacy Concerns have a significant effect
for risk-averse German users, their im-
pact is insignificant for risk-tolerant US
subjects. Additionally, we find no effect
of Gender on Self-disclosure across both
samples.

4 Theoretical and Managerial
Implications

SNSs are a global phenomenon that of-
fers many benefits for individuals, orga-
nizations and society at large. As commu-
nication technologies proliferate around
the world, more and more people join
SNSs and the global online conversation.
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Table 2 Standardized path

coefficients, significance Hypothesis ~ Construct/variable — Path coefficient  p-Value from Hypothesis
levels and p-values for MGA self-disclosure Germany USA MGA USA/GER outcome
H1 Enjoyment 0282 0.220™"  0.270 Rejected

H2 Privacy Concerns —0.207"  0.065 0.019 Supported

H3 Trust in the SNS Provider 0.052 02477 0.025™ Supported

X . H4 Trust in SNS Members 0.094 0.259™"  0.079" Supported
Significance: "t 10 9%; ~at5%;  pyg Gender (male = 0; female = 1) —0.027  —0.089  0.260 Rejected

*at 1% or lower

Results of our study deliver a set of in-
sights into the cross-cultural dynamics
of self-disclosure on these platforms. As
such, our findings help to deepen the un-
derstanding of how culture may deter-
mine the outcomes of privacy-relevant
individual decision-making.

First, we find the motivational strength
of enjoyment to be independent of the
level of IDV in a given culture. While
previous research mainly attributes plea-
sure motives to IDV (Hofstede 2001,
p. 226), our study shows that users with
higher and lower IDV equally strive to
gain hedonic benefits by self-disclosing
on SNSs. Apparently, people from collec-
tivistic cultures value in-group interac-
tion and, thus, also enjoy disclosing their
information as part of the group com-
munication process. These findings con-
tribute to the growing body of research
that seeks to identify the differences and
commonalities in the intercultural mo-
tivational patterns (e.g., Chiasson et al.
1996).

Considering the motivational power of
enjoyment across cultures, SNS providers
should emphasize pleasant experiences
in their marketing strategy worldwide.
So far, FB has made significant progress
in integrating fun features into its plat-
form. For example, by timely introduc-
ing News Feed and opening its system
to third party developers — innovations
primarily designed to satisfy users’ de-
sire for entertainment — FB was able to
beat its major competitors in many coun-
tries. However, recent findings suggest
that many users find existing News Feed
filtering mechanisms inadequate, leading
to boredom and unwillingness to share
on the platform (Koroleva et al. 2010,
p. 4). Hence, improving the social con-
tent selection based on available user
data and preferences should be a prior-
ity. For example, Google+ has recently in-
troduced a “What’s Hot” feature, giving
users a glimpse into the most popular,
and often entertaining, content shared on
its network — a perfect example of how
enjoyment motive can be exploited.

Second, our results show that while
users from countries with a high UAI re-
duce their self-disclosure in response to
privacy concerns, users with a low UAI do
not. Since internal locus of control is typ-
ical for cultures with a low UAI (Hofst-
ede 2001, p. 161), these users are more
likely to fall prey to the “optimistic bias”
by adhering to the “it won’t happen to
me” attitude (Hoorens and Buunk 1993,
p. 298). Hence, they may ignore their
privacy concerns, even when they have
ones. From the theoretical perspective,
our study provides corroboration of the
“attitude-behavior” dichotomy observed
in some countries, but not in others (e.g.,
Krasnova et al. 2010a, p. 121; Acquisti
and Gross 2006, p. 11).

Even though the effect of privacy con-
cerns on self-disclosure is not univer-
sal, we find that users in both coun-
tries report moderately high privacy con-
cerns, which need to be managed by the
SNS providers. Multiple studies under-
line the importance of control mecha-
nisms as means to mitigate privacy con-
cerns of SNS users (e.g., Xu et al. 2008,
p- 10). For example, Bulgurcu etal. (2010,
p. 9) advocate the minimization of “trig-
ger conditions” as they induce the for-
mation of privacy concerns. As examples
the authors mention imposed changes
to privacy settings or perceived inad-
equacy of privacy controls. To address
these issues, US Federal Trade Commis-
sion has recently forced FB to make all
future changes to privacy settings sub-
ject to opt-in choice, thereby insuring
users against unwanted surprises (Cons-
tine 2011). Particularly in countries with
a high UAI, enhancing usability of pri-
vacy protection tools and refining their
level of protection should be a prior-
ity for SNS providers (Bulgurcu et al.
2010, p. 9). To fight user uncertainty SNS
providers could use educational cam-
paigns to increase awareness of the pri-
vacy protection methods (Malhotra et
al. 2004, p. 339). Finally, legal remedies
could help to mitigate privacy concerns
of SNS users (Krasnova and Veltri 2011,
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p. 8). Users with a high UAI are likely
to welcome those efforts as they strongly
rely on institutional assurances (Doney
et al. 1998, p. 609). Hence, we urge SNS
providers to hail legislative efforts and
even lobby for more legalistic safeguards
in countries with a high UAL

Third, we confirm that users with col-
lectivistic background are unlikely to take
a “leap of faith” and actually act on the
basis of trust (Hofstede 2001, p. 160,
169). At the same time, high level of IDV
facilitates trust in the fellow SNS users
and the provider and, thereby, leads to
higher self-disclosure on the platform.
Considering that users from the US —
the country with the world’s highest IDV
level (Hofstede 2001, pp. 500-502) — cur-
rently form the largest segment of the FB
audience (Alexa.com 2012), addressing
trusting beliefs of this audience should
be a priority. Overall, past literature of-
fers rich insights on how online trust
can be facilitated. Belanger et al. (2002,
p. 265) show that convenience, ease of
use and cosmetics of the website have a
strong influence on the purchasing in-
tention — a consequence of trusting at-
titudes. Investigating the context of mo-
bile SNSs, Zhou et al. (2010, p. 930) find
that both information quality as well as
system quality significantly affect users’
trust. Building on these insights, Bon-
neau and Preibusch (2009, p. 30) recom-
mend SNS providers to invest into im-
proving the quality and professionalism
of a site, viewing these measures as ef-
fective for trust-building. Furthermore,
Hassanein and Head (2007, p. 702) em-
pirically show that social presence has a
“warming effect” on online media, mak-
ing the platform appear more trustwor-
thy. In the SNS setting this could be
done by introducing human-like elec-
tronic agents to advise users on their pri-
vacy management activities. In fact, sim-
ply posting the photos of customer ser-
vice representatives in conspicuous loca-
tions on the SNS may already communi-
cate a human touch and enhance trusting
beliefs.
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Abstract

Hanna Krasnova, Natasha F. Veltri,
Oliver Glinther

Self-disclosure and Privacy
Calculus on Social Networking
Sites: The Role of Culture

Intercultural Dynamics of Privacy
Calculus

Social Network Sites (SNSs) rely exclu-
sively on user-generated content to
offer engaging and rewarding experi-
ence to its members. As a result, stim-
ulating user communication and self-
disclosure is vital for the sustainabil-
ity of SNSs. However, considering that
the SNS users are increasingly cultur-
ally diverse, motivating this audience
to self-disclose requires understanding
of their cultural intricacies. Yet exist-
ing research offers only limited insights
into the role of culture behind the mo-
tivation of SNS users to self-disclose.
Building on the privacy calculus frame-
work, this study explores the role of
two cultural dimensions - individual-
ism and uncertainty avoidance - in self-
disclosure decisions of SNS users. Sur-
vey responses of US and German Face-
book members are used as the basis for
our analysis. Structural equation mod-
eling and multi-group analysis results
reveal the distinct role of culture in the
cognitive patterns of SNS users. The au-
thors find that trusting beliefs play a
key role in the self-disclosure decisions
of users from individualistic cultures.
At the same time, uncertainty avoid-
ance determines the impact of privacy
concerns. This paper contributes to the
theory by rejecting the universal nature
of privacy calculus processes. The find-
ings provide for an array of managerial
implications for SNS providers as they
strive to encourage content creation
and sharing by their heterogeneous
members.

Keywords: Social networking sites,
Self-disclosure, Privacy, Trust, Culture
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Finally, our study suggests that men en-
joy sharing their personal details on SNSs
as much as women. This is in sharp con-
trast to the face-to-face context, in which
women were found to disclose more — the
consequence of the traditional separation
of roles, prescribing men to be less emo-
tional and unsentimental in communica-
tion with others (Jourard and Lasakow
1958, p. 98; Jourard 1971, p. 35). On
SNSs, however, lack of social presence,
concentration on the imagined audience,
geographical distance from conversation
partners can all work to liberate male
users to disclose without the typical so-
cietal backlash of men showing emotions
in public. By studying the unique SNS
context, our study contributes to the the-
oretical discourse on the role of gender
in self-disclosure. Future research could
concentrate on investigating the differ-
ences in self-disclosure motives of both
genders.

5 Concluding Remarks

Our study applies the PC perspective
to examine the factors influencing self-
disclosure on SNSs. Recognizing the cul-
tural diversity of SNS users, we find that
IDV and UAI moderate the impact of pri-
vacy concerns and trusting beliefs respec-
tively. Higher level of IDV facilitates the
development of trusting beliefs, thereby
stimulating users to reveal information.
On the other hand, low level of UAI leads
users to ignore their privacy concerns,
even when they have ones. By rejecting
the universal nature of PC on SNSs, our
findings call for greater cultural sensi-
tivity when investigating and influencing
behavior of users on SNSs.

The study is subject to several limi-
tations, which offer exciting venues for
future research. Specifically, we consider
IDV and UALI to be the sole cultural de-
terminants behind the impact of trust-
ing beliefs/ anticipated benefits and pri-
vacy concerns respectively. Even though
this assumption is based on the in-depth
review of previous work, it needs to
be empirically validated in future SNS-
related studies. Further, other demo-
graphics groups, besides students, should
be examined to obtain a complete picture
of intercultural dynamics on SNSs.
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