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Abstract 

With the increasing importance of online information environments, researchers have started 

investigating direct measures of online media use, such as online tracking. Most existing 

studies using tracking data have so far relied on commercial solutions, but these have 

limitations in terms of their costliness, replicability, and applicability to certain research 

questions. Hence, different research groups are developing their own tracking solutions for 

academic purposes. In this paper, we provide a critical review and classification of the 

existing approaches, apt to guide research decisions on the appropriate tracking approach and 

tool. First, we develop criteria to distinguish different user-centric desktop and mobile 

tracking approaches and tools (the type of information, technical complexity, privacy 

implementation, user experience, and availability). Second, we describe different tools and 

approaches—separately for desktop and mobile tracking—with concrete examples and 

evaluate them using the aforementioned criteria. Finally, we discuss how different mobile and 

desktop tracking solutions can complement each other and provide recommendations for 

future research. 

 

Keywords: data collection, desktop tracking, mobile tracking, online media use, 

computational methods 

  

Introduction 

New digital media offers opportunities but also poses challenges to researchers in 

communication science since existing measures of media use, such as self-reports and media 

diaries, have proven to be not completely reliable (e.g., Araujo et al., 2017; Prior, 2009; Stier 

et al., 2020). Researchers in the field of communication science started investigating direct 

measures (de Vreese & Neijens, 2016) and used the tracking of online media use to investigate 

a broad variety of research questions, such as those regarding online political information 

searches (e.g., Flaxman et al., 2016), the effects of algorithmically personalized digital media 

(e.g., Haim & Nienierza, 2019), and online incidental news exposure (e.g., Möller et al., 2020). 
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The central challenge in this regard concerns the collection of media use data. While 

browser activity tracking and clickstream data are extensively used by businesses to place 

targeted advertising and personalize content (e.g., Coffey, 2001), the academic community has 

limited access to online tracking data. In academic research, most existing studies have relied 

on the data collected by commercial companies (e.g., Araujo et al., 2017; Mukerjee et al., 

2018). These solutions, however, are costly and usually offer only domain- or URL-level data, 

resulting in limited applicability to research topics, such as algorithmic personalization. Hence, 

different research groups are developing their own tracking solutions for academic purposes 

(e.g., Adam et al., 2019; Bodo et al., 2017; Kleppe & Otte, 2017; Menchen-Trevino & Karr, 

2012). 

So far, only a few studies offer an overview of the field, and they have mostly focused 

on data structures and the description of particular tools, some of which are now obsolete due 

to technical changes (e.g., Bruns, 2013; Jünger, 2018; Wieland et al., 2018). Therefore, we lack 

an up-to-date, comprehensive review of the existing approaches and tools with systematic 

criteria to compare them.  

In this paper, we address this gap in the literature. Our goal is to synthesize literature 

on tracking solutions in the academic field and create a comprehensive resource for 

communication scholars interested in using and/or creating online tracking tools. Broadening 

the general understanding of the opportunities and limitations of tracking solutions (e.g., 

Jünger, 2018) is essential for the planning and designing of future studies. Therefore, we first 

define user-centric tracking data and develop a categorization to evaluate different desktop 

tracking tools and mobile tracking approaches. Next, we apply these criteria to address the 

question of identifying the different approaches and tools for desktop and mobile tracking that 

could be suitable for specific applications in communication science. Finally, these insights are 

translated into concrete recommendations for the selection of the right tracking approach and 
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tool, for a combination of desktop and mobile tracking, and “nice-to-have features” for future 

tools. 

Defining User-Centric Tracking Data 

Digital tracking data result from “every procedure intentionally applied to trace the usage of 

digital media aiming to analyze the collected data for research purposes” (Wieland et al., 2018, 

p. 134). Such data enable researchers to get the actual content participants saw and to address 

a variety of research questions, such as those related to personalization, algorithmic selection, 

and incidental news exposure on social media (e.g., Bodo et al., 2017; Haim & Nienierza, 2019; 

Stier et al., 2020). However, their collection has to therefore be simultaneous with actual media 

usage, which poses the risk of behavioral adjustment on the participants’ side as they are aware 

of being observed. To decrease potential adjustments, a tracking tool must be as unobtrusive 

as possible (de Vreese & Nejens, 2016; Wieland et al., 2018). Another crucial feature of 

tracking data is that they are user-centric. User-centric data can be defined as information 

resulting from procedures applied to tracing the comprehensive media usage of an individual 

on the client side (Wieland et al., 2018). Comprehensive user-centric data are necessary for 

testing existing theories in the context of online media use, but also for developing and testing 

new theories (de Vreese & Neijens, 2016; Stier et al., 2020). For such research questions, it is 

crucial that the tracking data contain information usage behavior across different platforms and 

the actual content individuals have seen, and that these data can be combined with other data, 

such as surveys. 

Data Collection and Methodology 

In this review, we used a scoping review approach (Munn et al., 2018) as we aimed to establish 

how online tracking research is conducted in the field. For both desktop and mobile tracking, 
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we included empirical studies using a specific tracking tool as well as technical manuals, 

articles on the technical development of tracking tools, and existing reviews. Two exclusion 

criteria were applied: articles not focusing on the tracking devices that are used to study media 

use in the field of communication sciences and articles for which researchers relied on 

commercial tracking data. We searched the EBSCO, Web of Science, and JSTOR databases in 

April 2019 and updated the information based on a database search in December 2019. To 

make our search as exhaustive as possible, we started with queries such as “tracking tools,” 

“mobile tracking,” and “desktop tracking,” and augmented them with additional key terms 

found in the literature (i.e., specific types of mobile tracking tools, such as “smartphone 

loggers” and “screen recorders”). In addition, we supplemented and updated the literature 

based on information gathered from researchers working in the field, both during the data 

collection and evaluation processes, whenever the information retrieved from the literature was 

not sufficient to systematically compare the tracking tools and approaches.  

After collecting the data, we prepared an overview and constructed a set of criteria for 

the systematic comparison and evaluation of the existing tools and approaches. The criteria 

were constructed based on the insights we gathered during the initial overview of the existing 

tools as well as on observations from related literature (e.g., Jünger, 2018; Wieland et al., 2018) 

and discussions within the scholarly community during a number of dedicated workshops1. 

Then, through a series of discussions between the authors, we decided on a set of criteria based 

on which tools and approaches are best distinguishable and which of them we consider to be 

most relevant for the development of a tracking tool. Although not exhaustive, the lists offer 

crucial criteria for systematically comparing existing approaches and tools and for expanding 

the planning process of future studies.  

                                                

1 The precise names of the workshops are omitted here for the blind review but will be included in 

the final version of the manuscript if it is accepted. 
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Due to the state of the development of mobile tracking, we focus on approaches but 

describe and evaluate existing tools where applicable. At the moment, there are very few 

currently functioning mobile tracking tools (Krieter, 2019a; Reeves et al., 2021; van Damme 

et al., 2020); however, other approaches, such as browser extensions, are proposed by scholars. 

We suggest it is worthwhile reviewing them and evaluating their potential for the future 

development of corresponding tools.  

Criteria to Distinguish and Evaluate User-Centric Tracking Tools 

To characterize and distinguish different user-centric tracking tools and approaches, we 

developed five criteria: 1) types of information, 2) technical complexity, 3) privacy features, 

4) user experience, and 5) availability.  

First, we distinguish between the types of information that can be collected by a 

tracking tool: the usage patterns and the actual content seen by the user. Web usage mining is 

a technique for discovering usage patterns from web usage logs (Liu, 2008). By investigating 

users’ browsing and navigation, conclusions can be drawn about their interests and the 

frequency of their visits to particular websites, as well as about their usage patterns (Kleppe & 

Otte, 2017; Liu, 2008; Wieland et al., 2018). To study the content seen by the user, web content 

mining needs to be applied. Web content mining extracts specific information from websites 

in the form of texts and images (Liu, 2008). These data can be further analyzed and linked to 

usage data and are especially useful for questions concerning media usage behavior in 

algorithmically curated media environments and for questions where social behaviors are 

linked to information content (Kleppe & Otte, 2017; Liu, 2008). However, the moment when 

the information extraction takes place is decisive. If the information is gathered post-factum, 

for example, based on previously collected URLs, personalization cannot be investigated. This 

is only possible if the information is extracted simultaneously. For mobile tracking, we 



7 

additionally consider the potential of a given approach for collecting data on app usage and in-

app-browsed content. The possibility of collecting in-app browsing information is becoming 

increasingly important for communication research as more and more people are using mobile 

apps for news (Newman et al., 2018). 

Our second criterion deals with technical complexity with regard to developing or 

maintaining such a tool. The development and maintenance of tracking tools requires close 

cooperation between social scientists and developers to balance societal and individual interests 

(Bodo et al., 2017) and deal with technical challenges or restrictions. Regarding their 

development, we mainly discuss to what extent existing structures can be used and cross-

platform- or cross-browser functionality. Cross-platform functionality is especially relevant in 

the context of mobile trackers since the development of mobile trackers for Android and iOS 

require vastly different pipelines, thus complicating the production of cross-platform trackers.  

The third criterion comprises the privacy features within the tool. As tracking raises 

substantial privacy concerns, the protection of participants’ privacy and the definition of which 

data should not be collected is crucial. A first relevant feature is that the tool offers login options 

(i.e., anonymized identification codes, passwords) to ensure that only the data of the targeted 

participant are tracked and that the participant’s identity is anonymized from the beginning 

(i.e., no personal data, such as names and/or personal email addresses, are necessary to log in). 

That is important in ensuring data quality but also in terms of following ethical and legal 

requirements (e.g., Bodo et al., 2017). The second relevant feature is the way in which the tool 

allows the definition of websites that should or should not be tracked. This can be obtained 

using either whitelists (tracking only predefined websites) or blacklists (defining websites that 

will not be tracked). Whitelisting allows researchers to significantly limit the scale and 

magnitude of the data collection necessary for the research question (Bodo et al., 2017). 

However, only using data from whitelisted websites is insufficient for certain research 
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questions, such as exploratory approaches where participants are expected to use non-

mainstream media that researchers do not necessarily know about when designing the study 

(e.g., Adam et al., 2019). In such cases, relying on blacklists, which can be client-specific or 

system-wide, is recommended. Implementing a client-specific blacklist allows participants to 

individually specify which pages or sites are blacklisted. A system-wide blacklist allows 

researchers to block irrelevant sites, such as adult sites or e-banking (e.g., Menchen-Trevino & 

Karr, 2012). Selectors are an additional privacy feature and are especially useful for tracking 

social networks as they allow researchers to only collect public information from specific 

domains (i.e., only publicly available posts from Facebook). This is particularly important as 

it ensures the privacy of the participants without blocking these platforms (e.g., Haim & 

Nienierza, 2019). We do not discuss privacy implementation in relation to mobile tracking 

since the corresponding features can be integrated in numerous ways regardless of the general 

tracking approach. Thus, this criterion is only relevant for the evaluation of specific tracking 

tools. 

Fourth, we turn to the user experience and ask how user-friendly the tool is and how 

strongly the tool impacts users’ normal behavior. With tracking users’ online media use, the 

goal must be to influence participants as little as possible; however, two aspects argue against 

an unobtrusive measure: First, research ethics and data privacy policies require participants’ 

informed consent to their data collection. Second, all tracking approaches and tools depend 

upon the active installation of the tracking software in browsers or on devices (Wieland et al., 

2018). Consequently, the design of the study and the tracking tool involves a trade-off between 

interrupting participants to get additional information and minimizing users’ reactivity and 

awareness (de Vreese & Neijens, 2016; Wieland et al., 2018). We evaluate this in the context 

of user experience based on the difficulties of (un-)installing the tool and the extent to which 

participants are influenced or limited in terms of their usual online behavior by the tool. When 
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assessing the user experience for mobile tracking, in the absence of specific tools, we focus on 

the features that make a given approach more or less intrusive and, thus, that can affect 

participants’ experience and mobile usage to a higher or lower extent. 

Our final criterion deals with the availability of the tool. Availability means that the 

tool is openly available (either for usage and/or the code). Since only a few functioning tools 

exist for mobile tracking, we refer to prototypes as well as to non-academic tracking tools that 

can potentially be repurposed for academic use where applicable. 

User-Centric Tracking Tools for Desktop Tracking 

Two approaches to collecting user-centric tracking data on desktops can be distinguished: the 

transparent proxy approach (Bodo et al., 2017; Kleppe & Otte, 2017; Menchen-Trevino & Karr, 

2012) and the screen-scraping approach (Adam et al., 2019; Haim & Nienierza, 2019).  

Transparent Proxy Approach 

The first method is the transparent proxy method, with which the data are collected through a 

virtual proxy in the participants’ Internet browsers (Coffey, 2001). Proxy server-based tools 

allow researchers to intercept participants’ requests and save a full record of the content 

(Menchen-Trevino & Karr, 2012). A transparent proxy “serves as an ‘invisible’ link in the 

chain of computers between a user and a website, through which all the traffic of all the 

participants flow through” (Bodo et al., 2017, p. 147). Unlike with a non-transparent proxy, no 

proxy settings are required on the users’ devices.  

To our knowledge, there are three tracking tools in the academic community based on 

the transparent proxy approach: Roxy (Menchen-Trevino & Karr, 2012), Robin (Bodo et al., 

2017), and Newstracker (Kleppe & Otte, 2017). Depending on their programming, the proxies 

can capture all web requests that contain technical information, such as the IP address of the 
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other computer, the date, the time, the requested URL, and the text content, influencing the 

type of information that can be collected. Roxy logs each HTTP request, and the data contain 

the text content, the URL, the requested page, and the time and date of the request. However, 

Roxy does not log any encrypted (HTTPS) content for data protection reasons (Menchen-

Trevino & Karr, 2012). Since most websites switched from HTTP to encrypted HTTPS, the 

original version is not fully operational anymore and, to our knowledge, is being revised. Robin 

(Bodo et al., 2017) was built to study information behavior in personalized information 

environments and captures not only HTTP but also HTTPS traffic, including news items, 

search query results, personalized ads, and user interactions (i.e., comments, likes, shares, etc.). 

Newstracker (Kleppe & Otte, 2017) was set up to analyze online news consumption on news 

websites on users’ desktop computers. The processes of data collection and content extraction 

do not occur simultaneously but are instead divided into two separate phases. In the data 

collection phase, all HTTP requests are recorded in a log file containing metadata from the 

request, such as the time, the username, and the requested URL. The actual content of the 

visited websites is extracted in the pre-processing phase, in which the content of the visited 

URLs is extracted using a content extraction application that allows the extraction of specific 

information. Kleppe and Otte (2017) created extraction templates for predefined news websites 

to extract information such as the title and main text of the requested news item. Although this 

reduces the data collected to the data needed to facilitate further data processing, the subsequent 

extraction of content based on the URLs does not allow conclusions to be drawn about 

personalization. 

Researchers interested in analyzing the content of online media behavior have to 

construct their own proxy (Menchen-Trevino & Karr, 2012) and filter out and sometimes 

decrypt relevant traffic, resulting in high levels of technical complexity. For both Roxy and 

Newstracker, the researchers created a custom-built, transparent proxy that participants have 
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to install on their computer. After the installation and configuration, all Internet traffic 

generated by the user’s Internet browser is rerouted through the proxy server, where each 

request is logged (Kleppe & Otte, 2017; Menchen-Trevino & Karr, 2012). The above-described 

content extraction process in Newstracker, using extraction templates, facilitates data 

processing. At the same time, this complicates the maintenance of the tool as extraction 

templates make the tool vulnerable to changes in the HTML structure. Robin, on the other hand, 

uses a browser plugin that participants have to download and install, which then routes the 

browser traffic through an enhanced transparent proxy (Bodo et al., 2017). 

All three tracking tools offer a number of privacy features, such as login credentials 

to protect participants’ privacy and to ensure that data are only collected from participants who 

have given their informed consent (Bodo et al., 2017; Kleppe & Otte, 2017; Menchen-Trevino 

& Karr, 2012). In terms of the approach to excluding data that should not be collected, the tools 

differ significantly. Roxy contains a user-specific and system-wide blacklist and, moreover, the 

option for participants to review their browsing history and remove information that they are 

not willing to share. Participants can further choose between a regular session, in which all 

pages except the blacklisted, secure (HTTPS) pages and pages with a lock symbol are recorded, 

and a private or guest session, in which no information is logged (Menchen-Trevino & Karr, 

2012). Robin and Newstracker both apply a whitelist approach. In the case of Robin, the traffic 

of these whitelisted URLs is intercepted, copied, filtered, and finally stored in secure data 

storage. Further, best-effort anonymization scripts are used to eliminate sensitive information 

(Bodo et al., 2017; Möller et al., 2020). In the case of Newstracker, a first data cleaning process 

is performed before the content is extracted. The raw data are first cleaned, and the URLs are 

matched against a whitelist before the content of the visited URLs is extracted. As Newstracker 

only extracts the specific information that is required for the research interest, this further 

increases the participants’ privacy. Unlike Roxy, Newstracker does not support a private mode; 
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however, participants are informed that they can shut the proxy down if they do not want to be 

tracked (Kleppe & Otte, 2017). 

With regard to user experience, there are many overlaps between the three tools. Roxy 

and Newstracker require participants to install the tool on their device and configure the tool 

in their Internet browser (Bodo et al., 2017; Menchen-Trevino & Karr, 2012). Besides general 

information for system configurations, Roxy provides a test tool to check whether the setup was 

successful and gives descriptions of the privacy tools through a web application (Menchen-

Trevino & Karr, 2012). A disadvantage of the proxy approach is the dependency of the browser 

as it is necessary to incorporate proxies into each browser version on the participant’s PC. This 

means that with new browser versions, an update of the tracking tool software might be 

necessary, which has to be distributed to the sample. Therefore, the regularity with which new 

browser versions are introduced leads to a big effort to ensure that the sample stays fully 

installed (Coffey, 2001). In addition to the technical challenges, this also has a negative effect 

on the user experience as participants have to be contacted again and asked to install a new 

update. 

Our last criterion concerns the availability of the presented tools. The code for Roxy is 

available open-source (Karr, 2014), whereas, to our knowledge, so far, neither Newstracker 

nor Robin has been made available open-source for the research community. 

Screen-Scraping Approach 

The second approach is what we call a screen-scraping approach. Scraping is used to 

automatically collect online data by extracting information from websites that are based on 

standardized formats (HTML or XML) (Jünger, 2018; Marres & Weltevrede, 2013). Tools that 

fall into this category directly scrape the content accessed by users via a browser plugin 
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(extension), which allows researchers to directly access and save the content seen by the users 

(i.e., text, pictures, videos, posts, etc.). 

Currently, there is one working tool based on the screen-scraping approach (Eule; Haim 

& Nienierza, 2019) and one tool that is under development (WebTrack; Adam et al., 2019). 

The tools differ in terms of the type of information that can be collected: Eule was developed 

to analyze news exposure within algorithmically curated media environments and to collect 

public information encountered on Facebook. Besides meta information (i.e., timestamps), the 

data entail information about each viewed post (i.e., content, embedded links, images, 

usernames, and the number of likes and comments) and captures interactions (i.e., clicking on 

a link, liking or sharing the post) (Haim & Nienierza, 2019). Although Eule is designed to 

collect Facebook data, the general idea of screen-scraping can be adapted for any other web or 

social media site. A second tool that is still in its development phase is currently doing this. 

WebTrack (Adam et al., 2019) uses the screen-scraping approach to track participants’ entire 

online information behavior. The tool combines standard screen-scraping, capturing the full 

content (full HTML) of publicly available websites (e.g., news websites), with website-specific 

selectors, like Eule, to gather only publicly available information from social media sites, such 

as Facebook, Twitter, and YouTube (Adam et al., 2019). 

There are some technical complexities inherent to tools using the screen-scraping 

approach. First, a separate plugin must be developed for each browser. Although most of the 

common browsers allow the installation of third-party extensions (e.g., Apple Safari, Google 

Chrome, Microsoft Edge, Microsoft Internet Explorer, Mozilla Firefox, Opera), only Google 

Chrome, Mozilla Firefox, and Opera follow the so-called WebExtensions standard. The 

WebExtensions standard allows the development of plugins for multiple browsers with little 

additional effort. However, adapting and transferring extensions compatible with Apple Safari 

and Microsoft Internet Explorer, which follow their own technologies, platforms, and 



14 

guidelines for the development of plugins, is difficult and requires additional development 

(Haim & Nienierza, 2019). Second, although technically rather flexible, this approach is still 

dependent on technological changes. To identify specific features relevant to tracking (e.g., 

Facebook “likes”), screen-scraping relies on CSS or XPath selectors, which represent a 

hierarchical path along the HTML structure. Every HTML layout change of the website under 

observation requires an update of the CSS and XPath selectors since they might otherwise miss 

the mark, which can lead to data loss. Such updates may either be hand-coded (with the 

requirement to reapply for the upload in the plugin stores) or server-made, allowing faster 

customization towards minor changes (Haim & Nienierza, 2019). 

Tools that apply the screen-scraping method can integrate various privacy features. As 

plugins allow for the assignment of login credentials, researchers using Eule and WebTrack 

can ensure that only the targeted person is tracked and that participants have control over their 

information. Further, WebTrack uses a system-wide blacklist to exclude websites that should 

not be tracked, such as banking websites containing highly sensitive data (Adam et al., 2019). 

The exclusion of websites is not relevant for the website-specific tool Eule. However, both 

tools have implemented privacy features to define what information from the websites, 

especially social media websites, is extracted. Eule uses website-specific selectors to only 

capture publicly available Facebook posts (Haim & Nienierza, 2019). WebTrack combines 

standard screen-scraping, by capturing the full content (full HTML) of publicly available 

websites (e.g., news websites), with website-specific selectors, like Eule, to gather only 

publicly available information from social media sites, such as Facebook, Twitter, and 

YouTube. An extensive data-cleaning process following the data collection further ensures the 

privacy of the participants. Further, WebTrack offers participants the option of selecting a 

private mode in which no information is tracked (Adam et al., 2019). 
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From the users’ perspective, participants only have to install a browser plugin on their 

device, which has a positive effect on the user experience. However, as not all browsers allow 

the installation of custom plugins and as others require the additional adaptation of the 

developed plugins, this can result in cases where no plugin exists for the browser the 

participants normally use. This might cause problems regarding the generalizability of this 

approach as it might be difficult to recruit participants that use a default browser for which no 

plugin exists (e.g., Apple Safari; Haim & Nienierza, 2019). Participants either have to be 

persuaded to use a different browser, which means additional effort that can also influence their 

browsing behavior, or there is a risk of excluding a large part of the population based on their 

default browser. Finally, we evaluate the availability. Currently, only the code for Eule is 

available open-source (Haim, 2019). 

User-Centric Tracking Approaches for Mobile Devices 

With this increasing use of mobile platforms (Clement, 2020), research into online media 

consumption requires solutions for mobile tracking as well, especially as research has shown 

that the tendency to overreport information usage is particularly high among mobile users 

(Jürgens et al., 2020). However, as mobile devices employ sophisticated encryption (Teufl et 

al., 2013), mobile tracking is difficult, and when it comes to the browsing performed through 

apps, almost impossible. Below we discuss potential ways to at least partially overcome this 

challenge.  

Smartphone Log Data 

Smartphone log data are accessible directly from users’ smartphones. To get such data, it is 

necessary to install special software—a logger—on a user’s mobile device. Depending on the 

programming of the logger, the type of information that can be collected differs: it is possible 

to monitor a wide range of user activities, including call and SMS histories, GPS data, and 
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 Table 1. Overview of existing tools for tracking of online media use on desktop devices. 

Available tools Approach Types of information  
Technical 

complexity 
Privacy features User experience Availability 

Roxy (Menchen-

Trevino & Karr, 

2012) 

Proxy actual content, but not 

from encrypted websites 

(HTTPS) 

high user-specific and 

system-wide blacklist; 

log-in option   

relatively complex 

installation; relatively high 

level of intrusiveness 

code made 

available open-

source 

Newstracker (Kleppe 

& Otte, 2017) 

Proxy content, but no 

personalization 

high whitelist; log-in 

option 

relatively complex 

installation; relatively high 

level of intrusiveness 

not open-source

  

Robin (Bodo et al., 

2017) 

Proxy actual content & usage high whitelist relatively easy installation; 

relatively high level of 

intrusiveness 

not open-source

  

Eule (Haim & 

Nienierza, 2019) 

Screen-Scraping actual content & usage of 

publicly available 

Facebook posts 

medium/high whitelist; log-in 

option 

relatively easy installation; 

relatively low level of 

intrusiveness 

code made 

available open-

source 

WebTrack (Adam et 

al., 2019) 

Screen-Scraping actual content & usage medium/high blacklist & private-

mode option; log-in 

option 

relatively easy installation; 

relatively low level of 

intrusiveness 

under 

development 
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information about visited URLs and app usage (i.e., the duration of app use, the number of 

notifications received from apps, whether a user opened the app after clicking on the 

notification from it). However, a logger cannot give researchers information about the actual 

content browsed through the apps. 

Examples of smartphone loggers previously used by researchers to study users’ media 

use include DeviceAnalyzer (Wagner et al., 2014), The LiveLab Project (Shepard et al., 2011; 

Tossell, Kortum, Rahmati, et al., 2012; Tossell, Kortum, Shepard, et al., 2012), an unnamed 

logger similar to LiveLab (LiKamWa et al., 2013), a parental control app Kidlogger (van 

Damme et al., 2015), and a MobileDNA app developed by researchers at the University of 

Ghent to track app usage on Android devices (Research Group for Media, Innovation, and 

Communication Technologies, 2019; van Damme et al., 2020). 

Smartphone loggers, in part due to their customizability, show high levels of technical 

complexity. None of the loggers mentioned in this section are openly available in the academic 

community. Importantly, it is necessary to design separate loggers for Android and iOS. To 

our knowledge, the loggers described above only functioned on one of these platforms: 

DeviceAnalyzer, Kidlogger, and MobileDNA on Android and LiveLab and the logger modeled 

on Livelab on iOS. Second, smartphone platforms evolve rapidly, and with every major update 

some functionalities of a logger might be deprecated. Hence, smartphone loggers require 

continuous support. As of 2020, of the above-mentioned loggers developed by academics, only 

the recently created MobileDNA logger is in use and theoretically available. The others are 

obsolete due to their incompatibility with platform updates. 

Depending on their implementation, smartphone loggers can be highly intrusive, 

affecting the user experience. Some functionalities of the loggers might require admin access 

to a device and privilege escalation. For instance, loggers on rooted smartphones could access 

private data, such as the internal folders of the installed apps, thus obtaining private 
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information, including the log files of the apps. In essence, rooting is hacking users’ 

smartphones, which is difficult, illegal, and unethical when it comes to the devices the 

participants already own. Another option is giving the participants already hacked devices with 

pre-installed logging software, as the creators of LiveLab did (Shepard et al., 2011). This, 

though, is expensive since it requires purchasing new smartphones for all participants. In 

addition, the creators of LiveLab conducted their study in 2011, when smartphones were less 

widespread and when none of their 24 participants owned a smartphone before the study. With 

the current penetration rate of smartphones in developed countries (Newzoo, n.d.), it might be 

difficult to convince people to switch from their devices to those provided by researchers. 

Still, loggers that do not require admin access to a user device are rather non-intrusive 

as they typically come in the form of a regular mobile app (e.g., Kidlogger). Such apps normally 

work in the background and thus do not affect user experiences, with the only potential issue 

being battery usage. If a tool severely (in terms of participants’ perception) drains the battery 

of a mobile device, participants might decide to uninstall it and thus drop out of the study. Since 

battery usage depends solely on the configuration of a particular logging tool, that should not 

be seen as a criticism of the logging approach per se but rather something to keep in mind 

during logger development. 

Transparent Proxy Approach 

The transparent proxy approach on mobiles works similarly to the proxy approach on desktop 

devices described above. To our knowledge, in the academic community, proxy-based tools 

currently only exist for desktop devices. However, they can also be adapted to provide mobile 

solutions (Bodo et al., 2017), which is already reflected in the existence of commercial tools. 

Charles (von Randow, 2020) is a relevant example of how a (commercial) proxy-based 

tool might look. Charles works for both mobile and desktop devices. Similarly, proxy-
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approach-based tools designed for desktops and smartphones and for academic use can work 

within the same infrastructure, making merging desktop and smartphone data easier. Still, 

similarly to smartphone loggers, versions of the tool for Android and iOS will have to be 

designed separately. In addition, this approach has limitations in terms of user experience 

since it requires technically challenging pre-configuration by the participants (see Mosaic, 

2018 for details on how Charles needs to be pre-configured on mobile devices). Further, 

Charles cannot be directly repurposed for academic studies on mobile information 

consumption as it only allows the tracking of mobile traffic when the smartphone is connected 

to the same network as the laptop on which the desktop application of Charles is running. This 

means that mobile devices can only be tracked on participants’ home networks with this tool, 

resulting in major data loss and somewhat defeating the basic idea behind mobile tracking. We 

cannot state with certainty whether different, custom-developed, proxy-based tools would be 

able to overcome this limitation. In terms of the types of collected information, proxy-based 

tools would be able to collect all the Internet traffic going through the smartphone, thus 

gathering data on the content accessed through browsers as well as some in-app browsing data. 

Still, as stated above, right now, no fully-functioning academic tools, or even third-party tools, 

suitable for academic research exist, and we are not aware of any prototypes being developed 

in the academic community; thus, proxy-based mobile tracking tools are not available at the 

moment. Thus, we suggest that at the moment the cons of this approach outweigh its 

advantages. 

Custom Browser or App 

The custom browser-based approach requires the creation of a standalone mobile application 

that mimics the look and behavior of a standard browser, but also has a tracking component. 

So far, the custom browser approach has not been fully implemented in the academic 
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community; hence, there are no available tools. Still, this approach has been suggested and 

discussed by scholars in the context of mobile tracking (e.g., van Atteveldt et al., 2019). 

However, a standalone app Habito News, mimicking not a standard browser but a news app—

specifically, a BBC app—was successfully created and used by communication scholars in the 

past (Constantinides & Dowell, 2016; Constantinides et al., 2015). 

A custom browser or app has some pros in terms of the type of information collected. 

Its major advantage is that it allows the content to be accessed by users. A custom news app is 

also highly customizable to specific research questions and allows the exploration of, for 

instance, how exactly users navigate a news app and browse news through it or how 

personalization affects their browsing behavior. Customizability offers an opportunity to 

conduct controlled experiments, for example, testing whether changing the layout affects how 

users select news stories to click on and read in more detail. Though such experiments are 

beyond the scope of tracking research per se, they might be interesting for communication 

scholars who examine topics such as personalization and user interface effects on cognition 

and media consumption (e.g., Constantinides & Dowell, 2016). 

One major limitation of a custom browser or news app is that it is likely to significantly 

alter the user experience. Participants of a tracking study would have to change their usual 

habits and start browsing the Internet or reading the news using a new application, which might 

affect what and how they browse. For this reason, they might be especially aware of being 

tracked, which will make them susceptible to the Hawthorne effect (McCambridge et al., 

2014)—the users might modify certain aspects of their normal behavior when they are aware 

that they are being observed. Besides, a standalone browser or news app does not allow 

researchers to get any information on the content browsed through other apps or even statistics 

about the usage of other apps. Finally, on certain mobile operating systems, a standalone 

browser with a tracking component cannot be installed at all (van Atteveldt et al., 2019). And, 
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as in the case with mobile loggers, even if it is possible to overcome iOS limitations, a 

standalone tracking browser or news app has to be created separately for Android and for iOS, 

posing additional challenges to researchers in terms of technical complexity. Right now, for 

instance, the only tool based on this approach—Habito News—only works on Android 

systems. 

Browser Extension 

Technically, tools based on this approach work similarly to tracking browser extensions for 

desktop devices. An extension installed in a user’s browser records all the URLs accessed by 

a user and scrapes their content. Since this is a browser extension, it is not possible to collect 

any data about in-app browsing and/or the usage of the apps other than for the browser where 

the extension is installed. 

Currently, working tools based on this approach are not available. A prototype of such 

a tool was presented as an option for mobile tracking by a group of researchers studying news 

personalization (van Atteveldt et al., 2019). However, to the best of our knowledge, the 

prototype has not been developed into a fully working tool (as of January 2021, at the moment 

of writing). 

One advantage of the browser extension approach is that such tools might be easier to 

develop than standalone browsers with regard to technical complexity but, in theory, can offer 

similar functionality and provide access to similar types of information for researchers. 

Besides, if installed in a user’s default browser, an extension is not going to affect the user 

experience in a major way, unlike a standalone browser or news app; thus, browser extensions 

are better than standalone apps in terms of the user experience. The caveat is that most popular 

mobile browsers do not support extensions. Google Chrome for mobile does not support them 

at all, though some custom-made browsers that run based on Chrome architecture do (e.g., 
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Kiwi browser). Firefox only supports extensions on Android since iOS has a closed app 

extensions system (Apple Developer, n.d.). Safari supports extensions on mobiles, but due to 

the technical differences between iOS and other platforms, they would have to be programmed 

separately and cannot be easily adapted from extensions initially created for other browsers 

and platforms. This issue is very pressing since Chrome is the most popular mobile browser 

worldwide with over 60% of market share, followed by Safari with approximately 20%. 

Firefox, which supports mobile extensions, on the other hand, has under 0.5% of mobile 

browser market share as of July 2020 (Statcounter GlobalStats, n.d.). 

We suggest that the limited support of extensions on mobile browsers trumps the 

advantages of browser extensions over standalone browser mimicking apps. First, since the 

most popular mobile browser, Chrome, does not support extensions, the majority of users 

would likely have to install a mobile version of Firefox, which supports extensions. This would 

force them to change their standard habits in the same way as the installation of a standalone 

tracking browser would. Second, due to the differences between platforms, extensions would 

have to be developed separately for Android and iOS versions, and these cannot be easily 

adapted from desktop extensions in the case that they are already developed for tracking based 

on the screen-scraping approach. Another disadvantage is that, at some point, Safari or Firefox 

might deprecate the extensions’ functionality, making an extension-based tracking tool 

obsolete. 

Screen Recording 

The final approach to mobile tracking that we would like to discuss is screen recording. Tools 

based on this approach are available for Android phones and either take screenshots of users’ 

smartphone screens with high frequency (e.g., every 5 seconds; Reeves et al., 2021) or record 

videos of users’ screens and then extract usage logs via computer vision and machine learning 



7 

(Krieter, 2019a). At the moment, screen recording is the only approach that allows the logging 

of the full range of types of information in terms of users’ activities on their smartphones, 

including everything that is browsed through apps. Tools based on this approach are relatively 

user-friendly, and the tool that uses screen video recording on Android phones is open-source 

(Krieter, 2019b). Since this approach does not require any admin permissions, tools based on 

this approach can be relatively easily implemented. The technical complexity, though, varies 

depending on the functionality of a specific tool; that is, tools that simply take screenshots of 

the user’s screen (Reeves et al., 2021) are less complex in terms of functionality and, 

consequently, implementation than those that include the integrated processing of the data 

using machine learning techniques (Krieter, 2019a). Such tools have to be developed separately 

for Android and iOS. 

The major pitfalls of the screen recording approach are privacy issues and difficulties 

relating to the subsequent data processing. Since the tools record everything users look at on 

their devices, they can potentially record a lot of sensitive data, such as private messages, 

emails, or banking data. The video recording tool (Krieter, 2019a) aims to solve this privacy 

problem by pre-processing the videos directly on the users’ phones, so only non-sensitive logs 

are transmitted to the researchers. The other tool (Reeves et al., 2021) does not pre-process data 

on users’ phones. Instead, it sends encrypted screenshots to secure university storage, and then 

researchers apply computer vision and machine learning techniques to the data to extract 

meaningful logs from them. This tool, thus, carries more privacy risks—though the screenshots 

are encrypted, in the case of a data breach on the university servers, participants’ personal data, 

including sensitive information, such as banking details, can be leaked. 

In general, screen recording tools are non-intrusive since, similarly to smartphone 

loggers, they function in the background. However, depending on their implementation, they 

might use a lot of smartphone resources, thus affecting the user experience. We suggest that 
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Table 2. Overview of different approaches for tracking online media use for mobile devices. 

Approach Types of information 
Technical 

complexity 
User experience Availability Available tools 

Smartphone log visited URLs only, no 

content; can get other 

behavior data, e.g. 

calls log. 

high medium (can be 

highly intrusive 

depending on the 

implementation of a 

specific tool) 

yes, but no browsing 

tracking functionality 

support (e.g. 

MobileDNA, not open 

source) 

MobileDNA (Van 

Damme et al., 2019), the 

tool is not open source 

and does not track which 

URLs were visited 

Proxy URLs + some content 

(including limited in-

app browsing) 

high low (difficult to set 

up, potentially 

intrusive) 

yes, not academic (e.g. 

Charles Proxy),  

None 

Standalone 

browser/news 

app 

Content, but only that 

accessed through this 

app/browser 

medium medium (highly 

intrusive) 

no (outdated) None 

Browser 

extension 

content, but only that 

accessed through the 

browser where the 

extension is installed 

medium medium (highly 

intrusive) 

no (prototype only) None 

Screen-

capturing 

All the content 

including in-app 

browsing 

medium; 

high for 

data 

processing 

medium (can be 

highly intrusive 

depending on the 

implementation of a 

specific tool) 

yes, for Android 

(including open source) 

Screenomics (Reeves et 

al., 2019); unnamed 

screen recorder (Krieter, 

2019) 
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 the screen recording approach is currently the most potent one for mobile tracking. 

First, it is the only approach that allows the acquirement of a comprehensive overview of users’ 

mobile media consumption, including in-app browsing. The second major advantage is that 

there are currently two functioning screen recording-based tools developed by academic 

researchers, one of which is available open-source. Both of the screen recording-based tools 

developed by academics have their advantages and disadvantages. We suggest that the 

integrated privacy implementation of the tool developed by Krieter (2019a), as well as the fact 

that it is available open-source, are major advantages over the tool developed by Reeves et al. 

(2021). Still, before deploying the tool from Krieter (2019a) for actual data collection, we 

recommend extensively testing it, including trials with a small sample of participants, to 

examine how it affects the functionality of smartphones with different configurations and in 

order to avoid usability issues. 

Recommendations and Limitations 

In this section, we provide recommendations for communication researchers interested in using 

user-centric tracking data. First, we suggest what researchers should focus on when selecting a 

tracking approach or tool for their studies; second, we discuss the combination of mobile and 

desktop tracking; third, we put forward suggestions for the further development of online 

tracking and, finally, outline the limitations of using in-house-developed tracking tools and 

briefly discuss alternative solutions. 

Selection of a Suitable Tracking Tool 

The first important point researchers need to consider when selecting a tracking tool is the aim 

of the study. For scholars interested specifically in Facebook media consumption, Eule (Haim 

& Nienierza, 2019) is the most suitable tool. Those interested in a broader set of websites 

should opt for other—non-website-specific—desktop tracking tools. A second selection 
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criteria is the availability of the tool. As of now, there is no “out-of-the-box” solution available 

open-source. Therefore, a central question is whether researchers can get access to it (i.e., via 

personal or institutional agreements with the developers) or have the capacity to revise the tool. 

If access to an existing tool is not possible, researchers might opt for developing their own tool. 

In this case the choice between screen-scraping and a proxy might be made depending on the 

technical knowledge and recommendations of the researchers themselves or IT specialists hired 

to develop the tool.  

Based on our evaluation, we suggest that the most promising approach for mobile 

tracking is screen recording. It allows for the most comprehensive capture of media usage data 

on mobiles, and in addition, there are two fully functioning screen recording-based, academic-

developed tools available (one of them (Krieter, 2019b) open-source). However, we believe 

that for specific purposes, approaches other than screen recording might also be suitable. For 

example, for communication scholars interested in general mobile device usage (i.e., calling 

patterns, screen time, etc.), smartphone loggers might be of higher relevance than screen 

recorders. The reason for that is that the data from the loggers come in a format that is easier 

to analyze (i.e., one can get the usage metadata directly rather than extracting them from the 

screenshots or videos and filtering out relevant information). In addition, researchers interested 

in the usage of specific apps and/or those wishing to conduct experimental studies (i.e., 

examining how changes in the layout of a given news app affect users’ news consumption 

patterns) might wish to opt for a standalone browser or app approach instead. 

Combination of Desktop and Mobile Tracking 

In the ideal combination scenario, the desktop and mobile tracking tools used would be based 

on the same technical approach. This would allow the building of a universal back-end 

infrastructure around both tools and would make the structures of the data very similar or 
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identical, subsequently, simplifying the data processing. There are two approaches that could 

combine mobile and desktop tracking: a transparent proxy (once there is a way to decrypt 

HTTPS traffic for mobiles outside of the home network) and browser extensions (in the case 

that more mobile browsers add extension support). At the moment, however, mobile tracking 

tools based on these approaches do not exist and, due to approach-specific obstacles (i.e., a 

lack of support for extensions on mobile browsers), they might not be developed in the future 

either. Therefore, researchers willing to combine desktop and mobile tracking will have to deal 

with tools based on two different approaches. We suggest that to get both mobile and desktop 

tracking data, it is currently best to use screen recording accompanied by the desktop tracking 

tool that is the most suitable for researchers’ needs (or at least the one that is easily available 

to them). 

In the cases where the use of a screen-recording approach is not possible for a given 

research project, we suggest combining desktop tracking with the gathering of mobile digital 

trace data (i.e., asking participants to share their mobile browser histories with the researchers). 

Further Development of Tracking Tools in the Academic Community 

Despite the efforts and the existence of several promising approaches, so far, there is no “out-

of-the-box” tracking tool that is available to the academic community. Therefore, we list 

features that are crucial for researchers who are faced with the task of developing their own 

tracking tool. First, it is crucial that the actual content that participants have seen is collected 

and that the collection of content from social media is not fundamentally excluded. Second, 

comprehensive privacy features must be implemented. Here we suggest implementing, first, 

dedicated anonymized log-in credentials for the end-users. This is necessary to protect their 

privacy and allows tracking data to be easily merged with survey data without compromising 

users’ identities. In addition, we suggest the inclusion of the technical requirements for both 
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black- and whitelists. This will allow researchers to customize the tool for different research 

purposes. Implementing a privacy button that allows users to temporarily disable the tracking 

tool will give users additional control over their data and might positively affect their 

willingness to participate. However, this can increase the awareness of being observed and 

result in behavioral adjustment. This shows that there is a need for future studies on how 

tracking tools and different (privacy) features affect participants’ behavior and their willingness 

to participate in a tracking study. Finally, we strongly argue the case for making the tools 

available open-source to the academic community in order to promote scientific research, 

similarly to the way open access data and analytic tools do (e.g., Dienlin et al., 2020). In 

addition, this will prevent the investment of resources in the development of tools that already 

exist and promote cooperation for the maintenance of previously developed tools. The problem 

regarding updates, thus, could be solved by creating and maintaining long-term research 

infrastructures within which the tools would be regularly updated so as to remain compatible 

with the new versions of browsers and operating systems on both mobile and desktop devices. 

Unfortunately, the creation of open-access tools is not always regarded as equally important a 

research output as, for instance, journal articles, and their developers are not always cited when 

someone else uses the tool. Thus, it is necessary to ensure that the original developers are 

properly credited during the subsequent use of the tools. We suggest that this can be partially 

addressed if tool maintenance is addressed and updated infrastructure is created and hosted, 

either at one of the university departments that has already developed its own tracking tool or 

by an academic institution that specifically focuses on research infrastructure (such as GESIS 

in Germany or FORS in Switzerland), and distributed under a license that allows free-of-charge 

use for research purposes if the original creators of the tool are properly credited.  

Limitations of Academic Tracking and Alternatives 



5 

The development of in-house tracking tools can be costly and complex, and not all research 

teams have enough funding and/or technical capabilities to develop their own tracking tools or 

even to be able to set up the back-end infrastructure for an existing one. In these cases, we 

suggest using one of the alternatives. If there is enough funding, one can purchase tracking data 

from a private company, such as comScore or TNS NIPO. But this comes with several caveats: 

First, to the best of our knowledge, such companies only offer domain- or URL-level data. In 

addition, the companies only have data available for certain countries and within their panels, 

which might be a major disadvantage if researchers are interested in a specific population. As 

an alternative, researchers might opt for a form of digital trace data (Menchen-Trevino, 2013). 

Both alternatives are limited in terms of their application as they do not allow the examination 

of research questions related to content personalization and/or (incidental) news exposure on 

social media. Still, if the data provided by the alternative means allow the answering of the 

research questions that scholars have in mind, using such alternatives might be preferable due 

to the amount of resources that can be saved with them. 

Paper Limitations 

As in the present paper we focus on technical questions, we were only able to discuss ethical 

questions, as well as the question of participation rates, to a limited extent. Further, we mainly 

focused on the process of data collection and discussed data pre-processing, data encryption, 

and data storage only marginally. These steps are essential for these highly sensitive data, and 

a similar overview is needed for these questions. Finally, we largely described the technical 

implementation of the front-end for each of the approaches. Back-end infrastructure has not 

been discussed here in detail; however, researchers interested in implementing tracking should 

keep in mind that it is also important and can pose significant technical challenges. 
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