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• Open Research Data Strategy 

• Go FAIR and CARE

• Research Data Management Lifecycle

• Support

Open Research Data
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Swiss National Science Foundation
Open Research Data Strategy
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"Research data should be freely accessible to everyone –

for scientists as well as for the general public".

SNSF

If there are no legal, contractual or ethical restrictions

«Open as possible, protect as necessary»

https://www.snf.ch/en/dMILj9t4LNk8NwyR/topic/open-research-data


Swissuniversities
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https://www.swissuniversities.ch/en/topics/digitalisation/open-research-data

"Open Research Data (ORD) has to do with facilitating access to and 

reuse of research data."

"ORD practices support transparent, reproducible research findings."

Open Research Data Strategy



Go FAIR
FAIR Principles

https://www.go-fair.org/fair-principles/

https://doi.org/10.1038/sdata.2016.18



Go FAIR
FAIR Principles

https://doi.org/10.1016/j.ejmp.2021.01.083 

FAIR ≠ OPEN → Metadata



FAIR and CARE Principles

Carroll SR, et al. Front Genet. 2022. doi: 10.3389/fgene.2022.1052620. 
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Planning

• Ethics

• DMP

Research Data Management Life Cycle

Data processing

• Tools

• Software

• Codes

Standards

• Metadata 

• Controlled Vocabularies 

Data Sharing

• Distribution

• Reuse

Data Publishing

• Access

• License

• Monitor

• DMP final 

updates

Data collection
• Type
• Format
• Size
• File convention
• Description
• Documentation

Data storage

• Access

• Timeline10



Non-sensitive

• Human Research Act HRA

• Ordinance on Clinical Trials with 

Medical Devices

• Clinical Trials Ordinance 

• Human Research with exception of 

clinical trials Ordinance 

• Therapeutic Products Act

• Cantonal law

• nFADP

• IT Security Officer CISO

• Data Protection Officer UniBE

• Data Governance (Insel)

• Online –Tool Vademecum Insel

Faculty ethics commitees

National research councils

Cantonal Ethics Commission KEK

Swissethics, Swissmedic

Ethics commissions 

authorisation required

• Code of conduct for scientific 

integrity

• University of Bern Act

(01.01.2023)

• Animal Welfare Act

Sensitive Highly sensitive

Manage Research Data Ethically
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Data Collection

Data Protection Act, FADP

• Data relating to religious, philosophical, political or trade union-related views or 

activities

• Data relating to health, the private sphere or affiliation to a race or ethnicity

• Genetic data

• Biometric data that uniquely identifies a natural person

• Data relating to administrative and criminal proceedings or sanctions

• Data relating to social assistance measures

Sensitive Personal Data
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https://www.fedlex.admin.ch/eli/cc/2022/491/en


Data Collection

Data Type and File Format

Define data type

• Survey

• fMRI image

• Genomic data

• Video

• Voice recording

File format 

• .csv

• .nifti

• .PDF/A

• .txt

• .wav

BORIS File Formats UnIBE (EN)  
ETH Zürich (EN) 

https://boris-portal.unibe.ch/help/formats.jsp
https://documentation.library.ethz.ch/display/DD/File+formats+for+archiving
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Bytes

Kilobytes

Megabytes

Gigabytes

Terabytes

Raw 

data

Processed

 data

Analysed

 data

Published

 data

Data Size

Data Collection



Data Collection

“Informed Consent (IC) is a process by which a subject voluntarily confirms his or her 

willingness to participate in a particular trial, after having been informed of all aspects of the 

trial that are relevant to the subject's decision to participate.”

International Council for Harmonisation of Technical Requirements for Registration of Pharmaceuticals for Human Use  ICH-GCP E6(R2), 

2016 Sec 1.28

A written, signed and dated form includes everything you plan to do with data:

• Purpose, nature and extent of data processing

• Duration of data storage (e.g., 10-years SNSF guidelines FAQ o, Art. 5.1;

  15-years for clinical studies, swissethics) and deletion (if applicable)

• Measures to protect data (anonymization, access control, etc.)

• Disclosure of data to third parties / data publication and sharing

Informed Consent (IC)
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https://www.ema.europa.eu/en/ich-e6-r2-good-clinical-practice
https://www.snf.ch/en/dMILj9t4LNk8NwyR/topic/open-research-data
https://swissethics.ch/


Data Collection

Electronic Informed Consent (eIC)

The eIC can make use of electronic media

• Video / Audio interviews

• Podcasts

• Interactive Websites

• Applications for tablets and smart phones, etc.

• To convey the information, while the subject’s consent must still be documented on 

paper with a hand-written signature of the participant (>14y)/legal 

representatives and the investigator.
Swissethics
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https://swissethics.ch/en/templates/studieninformationen-und-einwilligungen


File-level: ReadMe, Codebook

• Who created the data?

• What is the content of the data?

• Why were the data developed?

• Where is it geographically located?

• When were the data created?

• How were the data developed?

Readme_Template_EN.txt (3KB)

Data Documentation

• Сodebook - Information on variables: 

labels, codes, classifications, units, 

reference to question numbers missing 

values, aggregations
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https://www.ub.unibe.ch/unibe/portal/unibiblio/content/e6304/e583799/e573822/e1085861/e1085890/e1085891/pane1085902/e1198324/Readme_Template_EN_v2_20220511_eng.txt


Searchable 
Protocol, sample,  
data set

ELN 

& 
LIMS

Automated 

Report generation, 
manuscript writing, 
or inventory 
tracking

Traceable 

Track experiments, 
samples, protocols, 
and results

Consistent 

Results are accurate 
and reproduceable

Collaborative

Knowledge exchange 
among researchers and 
stakeholders, regulatory 
bodies, and funders

https://www.dlcm.ch/resources/dlcm-eln

Documentation Tools
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https://www.dlcm.ch/resources/dlcm-eln


Recommendation on research data documentation from the Open Science Team (PDF, 141KB)


Data Documentation 

• Study protocols, documents exchange

• Research Electronic Data Capture REDCap

• For clinical studies GCP-compliant secuTrial

• LIMS openBIS documentation

• Jupyter notebooks

• git
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Tools

https://www.ub.unibe.ch/unibe/portal/unibiblio/content/e6304/e583799/e573822/e1085861/e1085890/e1085891/pane1085902/e1406126/DataDocumentationGuideline_v.3_ger.pdf
https://www.ctu.unibe.ch/services/data_management/redcap/index_eng.html
https://www.ctu.unibe.ch/services/data_management/secutrial/index_eng.html
https://unlimited.ethz.ch/display/openBISDoc2010/openBIS+20.10+Documentation
https://jupyter.org/
https://git-scm.com/


Data Processing

Pseudonymisation Tool

https://eu-rd-platform.jrc.ec.europa.eu/spider/20



Data Processing

ARX is a comprehensive open-source 

software for anonymizing sensitive 

personal data https://arx.deidentifier.org/

Anonymization Tool

https://amnesia.openaire.eu/ https://dicomanonymizer.com
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https://dicomanonymizer.com/


Data Sharing

?

Cryptomator

VeraCrypt

https://www.secutrial.com/
The BioMed IT

RedCap, GCP compliant

22

https://cryptomator.org/de/
https://www.heise.de/download/product/veracrypt-95747
https://www.biomedit.ch/home/biomed-it-infrastructure.html
https://www.project-redcap.org/


Open access to dataset

Enter date after which dataset 
will be released

No data upload, but meta-

data should be entered to 

verify existence of dataset

Open

Embargoed

Restricted
Upload dataset and grant 

access on request

Closed

Data Transfer and Use  Agreement (DTA)
• recommended for data that cannot be 

shared openly

• individually define re-use conditions for 

dataset

• share DTA along with data for others to 

download and sign

Manage Data Access Ethically
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https://boris-portal.unibe.ch/static/Data_Transfer_Use_Agreement_Template.pdf


Data Transfer and Use Agreement (DTA) 

• Contract between data provider and data recipient 

person intending to re-use data

• Regulates the conditions under which data are 

disclosed to recipient

• Conditions may include guaranteeing appropriate 

confidentiality, integrity, availability and security of the 

systems used to process data

2424



Metadata

Publish Data Ethically
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Licenses

CC Licenses; Software licenses: https://choosealicense.com/ 

• Data results are owned by the Institution that generate them

• Licenses

• Ownership (including joint ownership)

• Data transfer and use agreement

• If there are NO ethical, legal or contractual issues

• Metadata

• Supplementary material

• Some forms of processed data

 (e.g., elaborate visualisation)

• Data will be commercially exploited (patents)
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Ownership

https://creativecommons.org/about/cclicenses/
https://choosealicense.com/


Summary

How to Manage Research Data Ethically

1 2 3 4

• SPIDER- pseudonymisation • Anonymisation tools

• Arx.deidentifier

• Amnesia

• Dicom

• Closed = No data access → Metadata

• Embargoed

• Restricted

• Data Transfer Agreement

• Data documentation

• Ethics approvals

• ISDS analysis

• Information security management (ISO)

• Password-protected access

• IT-UniBE support helpdesk@id.unibe.ch

• Insel Group Support

• Online –Tool Vademecum Insel
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https://eu-rd-platform.jrc.ec.europa.eu/erdri/pseudonymisation-tool_en
https://arx.deidentifier.org/anonymization-tool/
https://amnesia.openaire.eu/
https://dicomanonymizer.com/
https://boris-portal.unibe.ch/static/Data_Transfer_Use_Agreement_Template.pdf
https://www.unibesecure.unibe.ch/expanding_your_knowledge/index_eng.html
https://www.iso.org/isoiec-27001-information-security.html
mailto:helpdesk@id.unibe.ch
https://www.vademecum.insel.ch/de/
https://www.vademecum.insel.ch/de/


Training 

Support in Research Data Management

How to publish & license 

research data

How to store research 

data

How to efficiently 

document research data?

How to plan and update Data 

Management Plan

How to ethically manage 

research data

How to collect and 

organize data and files,

formats, names, version 

control

28 @ openscience@unibe.ch



Data Management Plan Review
Support in Research Data Management

• Video modules YouTube

• Data Management Plan review online

   Feedback within 1-3 working days 

• DMP examples:

       SNSF

       NIH
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@ openscience@unibe.ch

https://www.youtube.com/playlist?list=PLRZZSqzZMdVWxjuotVGYdRPcF4wRKVYwh
https://www.ub.unibe.ch/services/open_science/event_forms/dmp_review/index_eng.html
https://www.ub.unibe.ch/service/open_science/forschungsdatenmanagement/index_ger.html#collapse_pane1085877
https://sharing.nih.gov/data-management-and-sharing-policy/planning-and-budgeting-for-data-management-and-sharing/writing-a-data-management-and-sharing-plan#sample-plans


CTU Data Management Plan 

30

@ datamanagement@ctu.ch

Support in Research Data Management



• Funder's news

• Training sessions and courses

• Developments in Open Access and Research Data

To subscribe:

https://www.unibe.ch/ub/osnews
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Support in Research Data Management
Newsletter

Image: © UB UniBE

https://www.unibe.ch/ub/osnews


Dr. habil. Olga Churakova

Data Steward: 

Medicine, Vetsuisse, Insel

Research Data Management Support

E-Mail: olga.churakova@unibe.ch

Contact

University of Bern, University Library of Bern, Open Science06.12.202332
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